Factory Resetting Your
Polycom VVX Telephone

oy

WX 1 LL L WV 300 WX 31 WK 3N VWX 401
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VVX line of phones

Applicable to Polycom VVX 101, 201,
300, 301, 311, 400, 401, 410, 411,
500, 501, 600, 601

Follow the steps below to return your VVX device to its
factory settings. You must have the admin password for the
telephone you are resetting for this procedure. If you do not
have the password, please open a ticket and your password will
be provided immediately.

If you changed the password and no longer have it, please see
“Factory Resetting Your Polycom VVX Telephone Without the
Admin Password”.

Resetting the phone from the keypad

Press the Home/Menu Key
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Scroll right to Settings and select
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Press 2 or scroll down to Advanced and press select

Settings
1 Basic }
3 Features )
4 Statuz }
| | Back | Select

Enter your telephones password

Entering Passwords

When entering passwords on a Poly telephone you will notice it
is not as easy as it should be! When prompted for the password
you will notice a softkey labeled Mode. By default, the
setting is set to numbers so anytime you press a key only
numbers will be displayed

Password {123}
(oonn| 1

<< | Mode | Back | Enter

When pressed the Mode button will display a section of options
which allow you to choose between entering letters or numbers,
for the password. To switch from entering numbers to letters,
press the Mode button



Pazsword (123}

You will be presented with a list of options 1-4. You can
select the option by pressing the corresponding number or
scrolling up and down and pressing the select button in the
middle of the arrows

Options

1. Abc: Allows you to enter the first character as
uppercase and the rest as lowercase. Also includes
number and special characters.

2. ABC: Allows you to enter uppercase letters, numbers, and
special characters.

3. abc: Allows you to enter lower case letters, numbers,
and special characters.

4. 123: Allows you to enter numbers only

Once you select using the Mode button, the option will then
change to Encoding. To switch to a different option press
Encoding, then select.

5 ASCI
6 Latin
7 Katakana

8 Unicode
9 Cyrillic

**¥x* Special Characters****x

If your password contains special characters switch to using
Abc by selecting Mode and pressing 1. This will allow you to
access any special characters. Special characters can be
accessed by pressing the following option below until you
arrive at the character you want to use.

Example: to select the @ symbol press the number one, 6 times



Options

1. Press 1 to select the following. ! | * ~\ @ : 1

2. Press * to select the following. . * — & % + ; ()

3. Press 0 to select the following. [blank space] / , $
=70

4. Press # to select the following. #>< { } [ 1 “°

Press 1 or select Administration Settings.

Advanced

2 Change Uger Pazsword )
3 Reboot Phone )

| | Back | Select

Press 5 or select Reset to Defaults

Administration Settings
4 TLS Security )

6 Change Admin Pazsword )
b

7 Handsfree Settings ¥
| | Back | Select

Press 5 again or select Reset to Factory

Rezet to Defaults
2 Reszet web Configuration
3 Reset Device Settings

s

4 Format File Syztem

| Back Select

Select Yes when it asks, “Are you sure?”

Rezet ToFactory

| | Cancel | Yes

The telephone will reboot and reset itself back to factory. If
you are using auto provisioning from Fireline, once the
telephone resets it will reach out to the provisioning server
and check if there are any firmware updates it needs. After



Firmware verification your phone will connect and download
your configuration. This process may take 5-10 minutes
depending on the firmware level of the telephone at the time
of reset. The phone will reboot multiple times during this
process. Once complete your telephone should return back to
its auto provisioned configuration.
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Resetting the Telephone via Web

This procedure can be done with Microsoft Edge or Google
Chrome. The procedure is shown in the Edge browser.

Getting the IP Address of the Telephone

Press the Home or Menu Key
Select Settings

Select Status

Select Network Configuration

Write down the IPV4 Address of the telephone

Accessing the Phone via the Web

1. Enter the IP address you recorded from the telephone
into the address bar in the form of
https://XXX.XXX.XXX.XXX and press enter.

2. Select Advanced at the “Your connection is not private”
page.

3. Select “Continue to XXX.XXX.XXX.xXxX (unsafe)”


https://xxx.xxx.xxx.xxx

D( Privacy error x BF

(o O o A Not secure || https://192.168.40.93 1

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.40.93 (for example, passwords,
messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

Ad o ced 2 m

This server couldn't prove that it's 192.168.40.93; its security certificate is not trusted by

your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

I Continue to 192.168.40.93 (unsafe) | 3

From the login page enter the username and password for the
telephone.

User Name: admin
Password:

If you do not know the password of your telephone, please open
a ticket and your password will be provided immediately.
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POLYCOM Polycom Web Configuration Utility

Welcome to Polycom Web Configuration Utility

Enter Legin Information

Lisgin A * Admin

S —

[nvalid password, Plaasa try again,

Once logged in move your mouse over Utilities and select Phone
Backup and Restore

D Polycom - VWK 411 Configuarat b4 +

L O @ & Motsecure | hitps//192.168.40.235/index. htm

Polycom | wvx 411

Home Simple Setup Preferences Settings Diagnostics

Fhone Informatic it
Phone Model
Part Nurnber
MAC Address
1P Address
UC Softwara Vers

Updater Version i

Click on the + symbol next to Global Settings.

Click Restore



[) Polycom - VVX 411 Configuratic X | ==
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Home Simple Setup Preferences Settings Diagnostics Utilities
You are here: Utilities > Phone Backup & R

Phone Backup & Restore

| Phone Backup

Export Phone Backup File | Phone Backup
Note: The backup file contains all source configurations.
| +] Restore Phone

| Global Settings

VIEWS Restore phone to factory settings| Restore

Import & Export Configuration
Phone Backup & Restore
Software Upgrade

Soft Key Configuration

Line Key Configuration
Restart Phone

Reboot Phone

Click Yes to the Confirmation Message Pop Up.

Confirmation 4

Sattings will be restored to factory settings.
Do you WANt to restors?

Yes | | Mo

The telephone will reboot and reset. Once reset the telephone
will reach out to the provisioning server and update the
phones firmware if needed. After Firmware verification your
phone will reach out and download your configuration. This
process may take 5-10 minutes depending on the firmware level
of the telephone and may reboot several times.
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